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(57) Abstract: 

PROBLEM TO BE SOLVED: To 
provide an individual identification 
method for certainly preventing the 
illegal use of a card by the others by 
using an authentication key which is 
not necessary for a user himself or 
herself to memorize with any special 
labor. 



SOLUTION: At the time of issuing 
card, individual information related 
with private items that only a user 
himself or herself knows and hardly 
forget is registered in a device to be 
directly or indirectly managed by a 
card issuing organization with a 
password;, and a single or plural 
questions' are selected and extracted 
at random each time from among the 
plural questions based on the 
individual information, and the 
answer to the question is required to 
the card user when the card is used, 



http://www.delphion.com/cgi-bin/viewpat.cmd/JP21 1 88759 A2 



3/18/2005 



2001188759 A 



and the answer contents to the 
question are collated with the 
contents of the previously registered 
individual information so that 
whether or not the card user is a true 
card owner can be decided. 
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(54) B8W©*#] AABIKiftfeitffOJ'XfA 



(57) [gift] 

6. #A#-€-ft£IBttt,-C*j < WHUMMJfcsfc 
g<t L/^C^ISiE+-4fflC>/£:fflAiSiiE*ffi*^«^<!: 

^ste-enw^c^Aw^tcMrsiiAif^. Bga 

<!; Mt*/- K^ftiM^iESWS/clJKSWCCg 
ar^g{CS^U-Cto#. Htri2<iAtt$8K:^i-5<ffi 

liA^U^a. 





1 

m^m i ) *i- vmmic. #Ai,a>*D9f# -rjao 
a-r^Sfca^t-c*s#. ftriefflAt#*8K:fc<!:-3<jt 

3ft/dIAtt$B©rt«£M^rsc<t«:J:9 < #-F<s6 
JB#jW iEtt * - FSHHTC* -5 *»5j&»*«J£ 0 f ft 5 
fflASfflE#&, 

[ 1**8 2 ] 919 l£8B©«6>i*«Pi * tc ttIR? l£3B©fI£ 
8tfttc±*>£tt£«s:fc& < & Stt£WHItt*sitt*.*lt$ 
39 1 l2«S©llA!gaE^)*, 

mm&m 1 $ fc» 2 sa-eis©mAMaE;£j£. 

*iTl»*lt#H 1 ~ 3 «Dt»-r*i*» 1 3SIB*S©<iAISiE* 

a. 

[au»B5] «wK*fr*ias*H*ciia*r*sj»£ 

S3S#J8 4 ffitS©fflASSE*ffi. 

[m^ee ] srai ctiK*w sies©— **fc»5R 
^^jsr^snsa^s 1 - 5 ©t»rti*» 1 Jiisis© 
<lAiSaE^ffi. 

»^©**ffll»*ll«31 1 £KOfflABIE2r&. 

«ccwr & f 1 - x i *s-€-n-en«ij©as:b/t3 > 

s&jias jrj.»*> 6 ©^fie r * * * *s t* J: 5 mm 3 ti 
■c^iHUfos 1 -7©i>w 1 ^fatt©<iAiSiiE^ 
£. 

[tt^99] -o©«WKfflAilMROS:(r»K:BBiir* 

ft£c -o©wSB*&#&#HI$fcJ:-3T* 
mstiZxksicLtcmtm 1 - 8 ©(,>rn*» 1 jsib*b© 

(IAsSSE*?*. 

[f»*s io] *- piimcc. i3~ f«bb**s*~ 

F*^0rm\M*#»Sfc»©BIE4'-*A#-r 

h 3 > f a - £ £ £{t* fcfSA^IiEi-' X f- A tc. 

*- KffW«©aflWni«:H-r5fflAflWR*8E»0fcffl 

m2titc®Ammcm-3< «&©fsra©+*>e><%-Hteffl 




(2) 2 0 0 1 - 1 8 8 7 5 9 

2 

MteftfB]«c*hrS27- F«ffl#©HSrtS*W3B«At» 

if-^^-x©rtgti^or*- f«m«#*- F 

[000 1] 

5 IK 3 ttSfflAiSaBfrSctcW*- 4. 
[0002] 

[fi£5fc©&ffi] fc-Ftct*. yi^a*- Y^ifWJ 
v V*)— Fftdf. «A*«*l«9IHOK3l4a**lifW* 

fc&KGyrr**- k. bjmm**-'*- ©masted 

LT»!t3*i*£JI*-F. 7-<?f-^d'7^lrl 
^SI)5Sg:©*iJffl»tS5r7ST^«* - F9<r. 3*?*ft 

20 F^ffl#*5K©*- FSfW^-C*^C«i:©*AllB. IP 
^ffiA^lE^gi^f). C©fc*l2iE^H*ffl^/c<a 

AislEiWfctiTos. mtf. Mfftt£icKB34rc 

t»-5ATMJ&£*-C«. *-F*JfAL/fc©^. ^WJ"C 
*E3n£HiSE#^£A2>-r 5i. C©BfaE#^<!;*- 

f i d t <Dffi&&n *>n> mmm^icm n # ctw 

[0 00 3] 

30 ^iTm.m^txtcB§sEmmm^.ic< <. c©/c*BtiiE 

#-5f Kttg8£B^©#- FBfW#CCi otlStll,^ 
£-?-CBgaE#^©^«C^fe/c^>-r«r^©£%^„ c 

40 [0004] #ipj!tta>a>s^-5iccg£2rc& sn/tfco 

-C*0. flfeAKJ:a*-F©^iE«ffl*llJ|{cEi5jh-C# 

•54>©r*S. 
[0 00 5] 

[sii^^-rs/tis!)©^] *mimizmm&&i>tc 
*sm. *AL*^f5f#-ra.o^ns*j-e-tx©%t,^iK* 
iKHt sfiAtt mcm~j < isaE+- =&fflc> -s c t 

mLtc, C(D£ -it* Alt ±-iX\£&8j)tj:lfS 



(3) 

3 

*-£*o£ c 4 ««<t ^<t*^5J#gK:ia < % o e&r^ 

tNfcS. ^l,-CC©J:*>&lgIE*-©A*«> WP3CC*f 
"T £ @3 4 t »5 r tf 9 C 4 ifi& 3 U C >4 A: . 
[0 00 6 ] C ©J: 5 tt«a«c»-3*3B«3 tifc*aw 

<i©*t»aflWB!B{CWr*fflA««*. BgU##4 4fc 10 

ksis itfct, mEffiAflmtc «> i -3 < «&©® re© 

r> *©KW«:*tt-<&iiS*;t>- FttJPW:*- Ftfy§ 
^K^tf), CftCC*hT •5H§l*}g£gtSfi©i!Ati??R© 
rtS4JH^-r*ct«:J:»). Kfl!ffl#*i3tE<c*- 

[000 7] WJITB, Se*ffl(,>6*ltO>SfeaE## 
{£^TfflAt»«*©»E*--4 0Tfl§C>£. cctio 20 

>,c® a* i*er a fc» cere v > * tt *©» mic&m-r & m 

**fflt>*. Ccr#Al^&9fSfc^t«R4<,>5;&i!* 

*A t/Wn») ft B. fRttftK&Ri It 
l\ *S 1>B£H*- -5 C 4 aMcCcflBBfeOUCK(r»HHK 4 C» 9 
.fcSfcSWc^-e**. CWJiSfcmAflWR*^*** 30 
UM, CO«A««Kat-3<«W*. #-F«UBI* 
{C*- Ff6JB#K:|Bl(,»jW*'CgritStf. S;L©IEgl£t& 
iE-riCit^AWBitr^i^^feO-r**. 
«WB»KB0*»O*ffll»4©"Ctti5c< . SBAftoft: 
Srra*flH>S4(,>9fc©-C&.&. 
[000 8] aMWB*#AWB©fc«>©IBB*-4 L/ 

rfflt^©***^©^^*^*!. r -<-r©ax3i{c4B 
i>r<HAt»**HH*-4brffli»*«fia?Bttt>. w*. 
BBK 3 #» fc 0 . BX5 l£«i©iI£3£tiSCC 

4«^*«/h3i»»^«:B«AflWI*fflt>r. tfcfciiOBg 40 

[ o o o 9 ] *fc. #- F^B*«cu3n*smiSBc>' 

st§^. *©w^*BBi©s»0&wtr«c-3ti-c2*< 

[00101 fflAHWBB*;- F*6fTB*«:*6*»i;*>B* 

or*j<**. c©fi*©tt#B«*-c*a. mtf. * 
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4 

tttJB-r S C 4 & 4'##*. 6 *i 4 . 
[0011] WBtcWTillSB^ttjWiaiir *C 4 

HS*>aBWJtt©i>4o«:Atir*j< ct3Wf*l/«.». 

[0012] sagaa>6*- K^ffl«'N©MraBf ; -f 

* 7' U tt a^-T 5 C 4 -Cfr o r i> <fc t > 0 KXJgpX'fi 
o-Cfcil^ *fcc©«W(c#*S;it7-Ffltf8#«cJ:* 
*^w±-c©j»RTfc,*:t»u waists* 
mm bx^xn x & «t 

[0013] flA«*«c«-3< sra*j «fcc?-e-©sr«gcc*t 
r40SF©jE»©«WB. fflAttwfcwrs^-*'* 

-^*#Mbrtf^„ fflAiWBO^-if^-^BflHE* 

sn>t n-ens'J©ifc2:u/c=>>fc'»-* 

PS3>fa-3f-M©t»«flfeffi*^Sff*>6© 
*IE T 5» * X 4SW % l » J; 5 R*© L fctfcffit?^ 9 «t 5 CC 
■T-SC 455»i-fe+^. 'j ^ -< ?:Ks!)-5> ^iL*>e>BS**i4. 
[00 14] Kra©«3C4 0T««*i!rfc©afi**.6ft 
ffifecMWibrB. «JL«— 3©»ntcfflAIIMB 

©si»{ci«a-r*a*SR3&>d*-ttr*i*. cn^a^ 

S^*i»*^to35C4{Cj:0 > -o©^^**^ 

[ 0 0 1 5 ] C©J: 9 «eflABfE^£«%tt-$-&^7- 
Atitlt fie*©flA^aE'>^^A©S^:^cc»n^. 
■C. *-F9fW«©8.flWPBJcM-r4«A««*IE»U 
/c<lA1t«7 s -^^-^4. itJfeilAtffg^-*^-* 
Kge^3fefc<lAtS$8fcS^< a^t©SPn1©cti^6^H 

W«^g|J4, «rKWII«:»-J-**-Fttffl#©@»rt« 
^HufBliAtffB^- £ ^©f*3S 4 L X *<DlEm 

^»©*S**«l5l*fT ©WS*iJ»f(Cfflt^ t©*i*it 6 

[0016] 

[^W©H*6©0!!§] ^CK*«l8©#«l*ia^LAdWi 
WfCS^tlftD^-rS. Hltt*«H*ATM (Jl^Stt 
3St«> *ffll»fc«AI8K^f-AKafflLte*g^©« 

*->x^AtiB?T©5^£^tcs:g3n4iSgiE^* 

4L/"C©ATM4. *3ttATM4a«0*rlS«*lfc# 
^ hn>b-*-£4J:»5«fiS3n-C^-5„ HIBCOf 
^■f ACC*Jl»rBiE«««:BBt>4a»»*aai/'C«iiO 
fct>©"C04i^^*SATMffl!j«:ia:W6tl5S^ 
T, ATMflWKWiftrT) B4>£^^^ 

iE»i*T> -C*S. ATM«BffiaJ«:ttA*3ft!ifcBf 
H#^£ffia-rS8fl#4. ilAflMRCCS-^<MR|««Ui 
■T5a5»4*«KW6ti. — *Xh3>ta-$ilc 



5 

«BgSE#^<b*- F I D£©#lSlia<3i£ie&L/cB§iE# 
n?-5"<-X li*- F3fW«©<IAt»$8£l2tab/c 

r-z^-xi i<iAtffS7 r - ; >-c-x2«. -eft-eft 
j-fcSctiaw-cfcj^u -fWbUT flAWSRT 1 
- * 2 ^©fflAt»$8©g&««l$13:W 6ft SfiA 
t«#B^#IS3(cJ:- 3 'CtfftftSJ:^(c^-,rt,^„ <i 
A1f$8©a^a«cot,>r«^f So 

[0017] ATMffliJ(Ct9:W6ftfcBgiI##^a-rS 
SWc«. If A3ftfc#- F4#>6#- F I D£S§#HX 
■S#-F I D^gP5. B§IE##£A;W£BgliE#-StA 
^jg|56iBgaE#^M^SP7 t&mVt>tiX^Z. BjtSES 
-^M^a57«H«iS*" F I DSeBXSB5 KJ; -?-CsS<&HX6 
nfc I Dtfl8<!:BtaES-^A^a56^e.A^3ft/cBtiE# 
-Sfi©$§1^££. h3>f*-»-ffliJ«:^W6ftfc 

>HE»3 <!: Bf H#^A*gP 6 6 At> 3 ft fcBgaE## 4 

©S£14£tfcIE-f & ci t?*ASt^4ff -5 r 6 J: i . 

COi^fC-TSi*- Frt©BgaE###15J6#>©:£?£-C 
R#JR6ft/ci«£K:, K©^FIE^ffl*Ki<-C4*i-C 

[0018] ATMfIJtCifcW6ftfc<IAt»$B«:g-3i*1f 
ra*^-r€.gP^tC«> B«fBfflAt»ffi7 r -^^-^2(C 
gff 3 ft ?cia^rtS*> 6 . Btf l«fr ftft i fcC«C 5 > # 

\--&m%ic&m-rznmmm8i9 . */- fsm 

*iHtf I3S^ $ ft fcftR? (c*j"T & US* A* T £ @§ AtJ 

m o. A/jstifciasfrtSKo^r. baimr?*--* 
Srt^pfu^gBi i. *Ar**ci*wa8 

Sft^i^l 3©tZ,l»tfJL»*ff9K5l»fail 2i 
tflSWfcftroS. C CCttlelgrt^W^SP 1 1BAT 
MWJ(cta:Wr(,>-5*!. HSrtSWffiSU 1 1 ha> 
ea-Sr-WKRW. 4*E»WS*ATM««:3S*«fc5 

[0019] *^(c*j^rffiffl-r-s*- F«sa»#- 

F. I C*- F. %*)- Fiii'iBAlgSEfCffll^ft-Ct* 

s#-F^T#*fa<tfr£. »pgjs^gp8«m?ic:<t 

©»fS)#JI£c£ <fc 5 (c 7> yAKKBS^ttJ-r. ItPUB'? 

I^OKra^ffiSCi^gf^b^^,, KW«flAtt$g^- 
£^-*2{cfeia3*iT(,>£rt^£^©£&tfil.TkJ; 

©m^©tt;m;Ml* HiffiSS**#9C£*»W 
£Lt,\, AX^JCcfcSP^^M^^ef^-recitJfS 
LA*. H^A^JgPl 0 iLttt* ^^^*;l/-¥>+-s}<- 
KCDftffl^^A^J^IgCD^^t'^W^nS. R3I 

ntfgpi 2«^t/,owu{cRs«sn-r. ?i£sti!s©M 



(4) !Rfgg 2 0 0 1 - 1 8 8 7 5 9 

6 

[002 0] *^f*m?l(c*5WS*AStlS©/ca*©iS 
fi£3fs«fc»)«^e>ftrt,^BiaE#^«:J)n^'C{i 
Aftmzm^zct&mi-e&z. c©ax?ict*} 
ws^aco^fttco^r^-rs. cc-c«atm*w 

10 [002 1113 ra*f£IBKfcW4H8KaS©8Sft«:in 

igiiAftaf x ^ f lit (c^c* < »w en, C© 

HHfl91*«"C*AH«8#& 3 ftfcfc ©«c» LT©#K 

3i*s»a«35fT3ft*. BX5i©dfeft«'X©aor*s. * 

■3*SflJfc*-F*J#A3ft-Clga»^*iA*3ft. #- 
F I D 4 BgiE#-^-©ig^tt 9- x. y 9iWft>tltc&, MA 

[0 02 2] «A1ft«** v i'lirB, s-rssjecffl 
AWIR^- **c-X 2 #>6 fflA«**«^*IR 6 ft . R* 

fflAtiWR* 8 - * X CCBKW»5?*0* * OB-cr- 

PWK. K^mL-fc^AffffiO^-^KS^^WraX?: 
fBjrrSCiK&S. p]DfflAtf$8ic*-i!^SCc|3IO« 

[0023] ^t^-CC©f^3ft/cW^*5^fejitR[iI 

Cttfiij- Fffiffl«{C>FfL-C5}<«)6ft-5». CCC^ftil 
30 JI?[plS^*£?fflL/rt^©«[HlgA^J©#ra ; S:«</c 
*-C*-5^. ^^M^IsI§t?*orfc^©^l!**fl?Wr 

ii/tfeiu. c©j§^. eaiiscA^^i ot« 

i. H»WS*«a»S*iri>*«AflMRi^S-L-CC>S 
3*«3&»36J*iE3ft. ^Sl/ri»4«^{C««l?IAia*«|| 
ffSft. ^ROrc»35ei,»»6«:i*8i5IA!Hl*9Blft 
3ft5„ cc-c«<iAt»«{cS^<»ra4«{cBfaE## 
40 tff^S^Ko^Tj^&ii. <iAtf?8«a^S© 
i«t,>lS(?l«c©*^U. iiSBJ5l©tB^«BgiES-^/cW 

xm&Mxt>£i\ ccxwmm.<Di%\.>w}\t\t. mm 
mmwATMx&zm'&te. asj?i^ti©»>isfs©A#i» 
i^n©m^i»cc*t-r 4««^*tA# t» 

■cBKgi*a*»5^na±-c***i^«:BffliA«««:* 

flMHCC»-5<KWBa«MfflHLr4J:<. MjLtfiR9l 
50 ©SSRKJBCTKWttSrlW-i-SCittirfe^iLftft 



C5) 

7 

[0 024] *IW!{C*H,»TfflA11Hlt4B. *Al/*»*D 

off ■TB.^tizis-ztKDft^fL.&mmt'Cfflrz *>©* 
fgo-ct**. c©j:5&fc©<fci,TB. 
iStt©.fiffi©«Buj r»*<c«Rj 6ti 

-Ct^L/cfc©-C*>5. rcfi^B^RooMeiffj 4(,»5MW 
fcStUTt* riDBBJ il>5iS*«l6U WJ il> 10 

immtcttL-at rrtva>j 4^5i5ig##iE;-r£c 

«BB|H»*W^Kia|B*KattS*ia*s. (lAtf$8? 

- * *<- x 4 BgaE#-^ 7 s - * t- x «— f«Efb o r i» & t§ 

[ 0 0 2 5 ] 0 5 B<IAtiNR©SSa©{±#£0i» Lfr. t> 
fr&8l4^£*fTC>&^A;7JUTl»£^*^L-Ct,> 20 

*>&&^&&m>T(,>.5#> mmictt-r sing* 

^e t J^llgfi»lcDilJ*>6il!R-rsJ: i 5K:L-rt«f:<. c 
[0 02 61 CWi^KLrgliStt/dlAtiS&B. * 

- f «wjb3kc tu s nfc mm iczt? siig*JiE o i 

»3*ifcfflA1t«il«l^r*Sfe©'C*tiH5|*«:|Ke3 30 

ri. jam 2. W# 3. MM a. ft 5. fgtt 
o. la^j&L 9. *i«^3nrt>sa^-*^L/ 

ntc j: o mmiciti? s us©®* £ c 4 #-c # & «t 

@g;£i££4 *6frD*fl!S3ftfc1tIW8l«©* 
S<fc5&c-r-5/ctor*£. *->X7 u Afffl^.5ilA«f8 

{j. *Atc4o-cj£tiSte-en©^f(,^fAetj*ja-c&s/c 
to. rysxj Basra* tv*> 4 ftg-CB&«,»#, cft&Rtt& so 
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C4fc<fc-3TJtIE&#- Fffiffl#*«^5ft h ?^tcj& 
g:bft£*j-?-*i£j&:< ort>.s. mi r^-xj 
stifctHri*. ©kw*«^l. cn 

K»l/r»iaS*lEI8"C*«ci>J: 5«C"J"*4M8W**. 

[0 02 7 ] raDflA«*«:»-3<Wratt*KBD'C* 

otb. w^tf ri. 3£g 2. *tt 3. EM 4. 
35*5. S 0. mgttL 9. a-^j iwOJ^K. 

@»B8»©jiiw**a*i»*.t. wncwwm-cib->xb 

B8#***«BJMc*J:5«crSC4. HtcBlaJDftfS' 
rt^-C* oTigft 4JBSCCJtlfll*fT 9 C 4 ft 4rt**tf 

ansa.**** «AtiHRs»i»*«:flH»fc 

jnL/cfc©«. — o©HPgX©*«:— o©<lAtt?fi* 5 ^ 
*hti>s«^T*4#. flUttx. rfA^j&r©^- 
h oa:«*©ab r*M«Pj ta#©¥iss r 1 5* j © 
riUBSTE^j 3A-cifcj itoj-sce. »KtS:o<ti«: 
St>{CB8a^-S«»©fflAtS«*^*#r— P©*Si«c 
4 J: 5 CCT-SC 4 fcHB(,>«r*£. 

[oo28]**»';f^ -*«ar*«js*»6. ran 
#^x-$^-^<b flAflMRf - *-< -x 4 s 
ix>c 4«iuaofc**. S7 ^ ur^-r <£>©# 

fefttc. <iAt»$S7 r -i?^-X* i gffi-r43>f a -^ 
!±Az:urS:W-S£4 4>k:, Sa> fa-^©Hiccn6 

W3 > f a - * *5flt 6 f t - f WSCCO (, > TM*D 1/ tC 

■T«fc 5KATM2 0 iBgaES^-^-^-X 1 *<gmir 
5^^h3^f i -*2 1 4«a0«c. fflAt»*? t -*'< 

2 2 44 3 ^3>e J L-^2 3<!:*sg;We)tir^-S„ CC 
■Ctp«l=i>ta-*2 3BHBE»#K:WJ-*flMB4fflA 
IS«(cB8-rStt»4*PS»3#S7^;l'^-fi«jJ&®S* 

Sfc-rfc©^. *x h3>f*-^2 i*jj:c;Rra3> 

b-^-^2 2©— ^r*>6j^6n-C<.St&$B5:. *©F<3$ 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The individual humanity news about a private matter without a possibility of only he being 
unable to know and forgetting at the time of card issue The card issue engine registers with the 
equipment managed directly or indirectly with the personal identification number, and single **** 
carries out the selection extract of two or more questions each time at random out of two or more 
questions based on said individual humanity news. The personal authentication approach that a card user 
comes to judge whether you are a Shinsei cardholder by asking a card user for the reply to the question 
at the time of card use, and collating the contents of a reply over this with the contents of said registered 
individual humanity news. 

[Claim 2] The personal authentication approach according to claim 1 whose number of questions 
increases, so that the rate of the dealings amount of money of occupying to the deposit balance of a 
frame or the dealings amount of money absolutely becomes large. 

[Claim 3] The same questions as the question used at the time of card use are claim 1 or two accounts 
which are used also at the time of the individual humanity news registration performed at the time of 
card issue, and it is the personal authentication approach of **. 

[Claim 4] The personal authentication approach of claim 1-3 given in any 1 term that the reply to a 
question is prepared for the multi-branch case index. 

[Claim 5] The personal authentication approach according to claim 4 that the reply to a question may be 
a flat rejection. 

[Claim 6] The personal authentication approach of claim 1-5 given in any 1 term that one side or the 
both sides of a response to a question and this is made with voice. 

[Claim 7] The personal authentication approach according to claim 1 using [ not using individual 
humanity news as an authentication key ] only a personal identification number when the dealings 
amount of money is below the fixed amount of money, or when the rate that the dealings amount of 
money occupies to the deposit balance is below a rate of a constant ratio. 

[Claim 8] The personal authentication approach of claim 1-7 currently defended so that the database 
about a personal identification number and the database about individual humanity news may be 
managed by respectively different independent computer and the distribution of information between 
both databases may not receive unlawful access from the outside given in any 1 term. 
[Claim 9] The personal authentication approach of claim 1-8 given in any 1 term that **** which is one 
significant taste by containing two or more elements of each other [ individual humanity news ] relevant 
to one question, and putting these two or more elements together was expressed by the question. 
[Claim 10] The authentication terminal which inputs an authentication key for a card user to carry a card 
at the time of card use, and ask for personal authentication at it, The personal data base which recorded 
the individual humanity news about a cardholder's private matter on the personal authentication system 
equipped with the host computer which attests a card user in response to the information from the 
authentication terminal concerned, and returns an authentication result to said authentication terminal, 
The question selection section which chooses at random the question used this time from two or more 
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questions based on the individual humanity news recorded on said personal data base, The question 
presentation section which shows a card user said selected question and calculates a reply, The personal 
authentication system which prepares the contents judging section of a reply which collates a card user's 
contents of a reply over said question with the contents of said personal data base, and judges whether a 
card user is a cardholder, and it comes to use for propriety decision of dealings activation of the result of 
said contents judging of a reply. 



[Translation done.] 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] him with whom this invention is represented by dealings by the cash dispenser — 
it is related with the personal authentication approach applied to the dealings which need a check. 
[0002] 

[Description of the Prior Art] There are ** and various cards, such as cards used in order that an 
individual may operate the dealings terminal of a financial institution, such as an ATM card and a credit 
card, a member card published to the regular customer of a department store or a supermarket, and a 
member card in which use rating of a fitness club or various amusement facilities is shown, among the 
cards, and the card serves as an existence which should not be lacked in modern society, him of a card 
user being a cardholder of truth [ time / of use of these cards ] -- a check, i.e., personal authentication, is 
needed and, for this reason, personal authentication using authentication equipment is performed. For 
example, in ATM currently installed in the bank etc., if the personal identification number expressed by 
the digit string is inputted after inserting a card, dealings of cash drawers etc. will be permitted only after 
collating with this personal identification number and Card ID is performed and it is checked that there 
is no error in a personal identification number. 
[0003] 

[Problem (s) to be Solved by the Invention] However, it is hard to memorize the personal identification 
number expressed by this digit string, and, for this reason, it is that the digit string of which it is easy to 
be reminded for cardholders, such as a birthday, tends to be chosen as a personal identification number. 
Such a digit string is easy to solve also for others, and when what especially statuses, such as a driver's 
license, understand is lost together, the elucidation of a personal identification number will become very 
easy for others. Although what is necessary is just to choose the meaningless digit string which what [ a 
cardholder and ] relation does not have in a personal identification number, either in order to prevent 
this, when the efforts which cannot memorize easily shortly and it will continue memorizing if it does so 
are neglected, the personal identification number error by the number mistake will occur frequently. 
[0004] This invention uses as an offer plug the personal authentication approach using the authentication 
key which does not need the special efforts whose he memorizes it, though it is made in view of this 
present condition and the unauthorized use of the card by others can be prevented certainly. 
[0005] 

[Means for Solving the Problem] this invention person hit on an idea of using the authentication key 
based on the individual humanity news about a private matter without a possibility of only he being 
unable to know and forgetting, as a result of inquiring wholeheartedly. At all, there is no need of 
memorizing since such an authentication key is an obvious matter for him, and since it is not necessary 
to memorize, even if it carries out the multi-statement of the authentication key, it does not serve as a 
burden to him, either. Then, if an authentication key which is different whenever it carries out the multi- 
statement of the authentication key and dealings are conducted is used, even if it loses a card, it will 
become almost next to impossible that others get to know the authentication key, and it will be very 
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safe. And I thought it suitable to perform the input of such an authentication key in the format of the 
reply to a question. 

[0006] This invention completed based on such an idea The individual humanity news about a private 
matter without a possibility of only he being unable to know and forgetting at the time of card issue The 
card issue engine registers with the equipment managed directly or indirectly with the personal 
identification number, and single **** carries out the selection extract of two or more questions each 
time at random out of two or more questions based on said individual humanity news. It is characterized 
by a card user coming to judge whether you are a Shinsei cardholder by asking a card user for the reply 
to the question at the time of card use, and collating with the contents of the individual humanity news 
whose contents of a reply over this have been registered. 

[0007] In addition to the personal identification number used conventionally, in this invention, 
individual humanity news is used as an authentication key. In addition to this, a social position 
certificate etc. is the concept located in the informational counter electrode used since an individual is 
specified as a formula, a driver's license etc. and, and individual humanity news here makes private 
information the contents. And especially in this invention, the information which only he cannot know 
in this private information is used. The semantics of the information which only he cannot know here 
does not mean the information which meant making it secret. Although you may be the information 
which meant the secret, of course, the information which only he here cannot know is implications, such 
as information which does not open to the public positively or does not have semantics in opening to the 
public itself, registering such individual humanity news beforehand, making the question based on this 
individual humanity news ask and reply to a card user at the time of card use, and verifying the 
correction of an answer — him - it checks And a question uses a question different each time not using 
the always same thing. 

[0008] individual humanity news - him - although using as an authentication key for a check is the 
description of this invention, it is necessary to use individual humanity news as an authentication key in 
no dealings For example, when the rate that the dealings amount of money is small, or occupies to the 
deposit balance of the dealings amount of money is small, only a personal identification number may be 
made to require as usual not using individual humanity news. 

[0009] Moreover, when it is plurality, for example, it is possible [ it ], although the number of questions 
taken out at the time of card use may be one or you may be plurality to make [ many ] it as the 
significance of dealings increases the number of questions. It can judge with a frame absolutely or it is 
possible to judge the significance of dealings with the rate of the dealings amount of money of 
occupying to the deposit balance of the dealings amount of money. 

[0010] Although individual humanity news is beforehand registered at the time of card issue, the method 
of this registration is various. For example, it is possible to use the same question as the question used at 
the time of card use also at the time of card registration etc. 

[0011] As for the reply to a question, considering as a multi-branch case index is desirable. Moreover, 
there is no reply to a question, namely, it is desirable to also put a flat rejection into one of the 
alternative. 

[0012] The question from authentication equipment to a card user may be performed by displaying on a 
display, and may be performed by the artificial voice. Moreover, the selection on a display is sufficient 
also as the response by the card user to this question, and it may be performed with voice using speech 
recognition. 

[0013] The question based on individual humanity news and a judgment of the correction of a reply to 
the question are made with reference to the database which manages individual humanity news. The 
database of individual humanity news is constituted independently and wished the database of a 
personal identification number from in [ that it is made to perform the distribution of information's 
between both computers in the condition of having defended so that unlawful access from the outside 
might not be received raising security using the independent computer also with the respectively 
different computer which manages them ]. 

[0014] Although various things as a format of a question can be considered, when two or more elements 
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relevant to one question make it contain mutually [ individual humanity news ] as an interesting 
example for example and these two or more elements combine, it is mentioned that **** which is one 
significant taste is expressed by the question etc. 

[0015] As a system which enforces such a personal authentication approach In the basic configuration of 
the conventional personal authentication system, in addition, the personal data base which recorded the 
individual humanity news about a cardholder's private matter, The question selection section which 
chooses at random the question used this time from two or more questions based on the individual 
humanity news recorded on said personal data base, The question presentation section which shows a 
card user said selected question and calculates a reply, The contents judging section of a reply which 
collates a card user's contents of a reply over said question with the contents of said personal data base, 
and judges the correction is prepared, and what is used for propriety decision of dealings activation of 
the result of said contents collating section of a reply can be considered. 
[0016] 

[Embodiment of the Invention] Next, it explains based on the example illustrating the detail of this 
invention. Drawin g 1 is the block diagram showing the outline at the time of applying this invention to 
the personal authentication system which used ATM (cash dispenser). It consists of host computers tied 
with ATM, and ATM and the communication line concerned as an authentication terminal with which 
this system is also installed in the branch of a bank etc. as well as this conventional kind of system. 
Drawin g 1 is a part (the ATM side authentication section is called hereafter) in which it is what 
extracted and expressed the part in connection with an authentication device in this system, and drawing 
Nakamigi one half is established in the ATM side, and is a part (the host side authentication section is 
called hereafter) in which the left half in drawing is established in a host computer side. The part which 
processes the inputted personal identification number, and the part which processes the question based 
on individual humanity news are prepared in the ATM side authentication section, and, on the other 
hand, the personal identification number, the personal identification number database 1 which recorded 
correspondence relation with Card ID, and the personal data base 2 which recorded a cardholder's 
individual humanity news are formed in the host computer side. The personal identification number 
database 1 and a personal data base 2 may be formed independently, respectively, and may be unified. 
Registration of the individual humanity news to a personal data base 2 is performed by the individual 
humanity news registration means 3 established timely. About the registration approach of individual 
humanity news, it mentions later. 

[0017] The card ID read station 5 which reads Card ID in the inserted card 4, and the personal 
identification number input section 6 and the personal identification number collating section 7 which 
inputs a personal identification number are prepared in the part which processes the personal 
identification number prepared in the ATM side. The personal identification number collating section 7 
is verified by collating with the contents of record of the personal identification number database 1 in 
which adjustment with the personal identification number inputted from ID information read by said 
card ID read station 5 and the personal identification number input section 6 was prepared at the host 
computer side, recording a personal identification number in a card 4, and verifying the adjustment of 
the personal identification number in a card, and the personal identification number inputted from the 
personal identification number input section 6 — him — although you may check, when are done in this 
way and the personal identification number in a card is read by a certain approach, the unauthorized use 
of a card cannot be prevented. So, in this example, a personal identification number is not recorded on a 
card, but it replaces with a personal identification number and Card ID is recorded. 
[0018] Into the part which processes a question based on the individual humanity news prepared in the 
ATM side From the contents of record accumulated in said personal data base 2 About the question 
selection section 8 which chooses a question at random [ whenever dealings are conducted ], the 
question presentation section 9 which shows a card user this selected question, the reply input section 10 
into which a card user inputs the reply to said shown question, and the inputted contents of a reply A 
check of that him is him forms the dealings activation section 12 which performs expenditure of cash 13 
etc. as a result of the contents judging section 11 of a reply which collates the contents of record of a 
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personal data base 2 etc., and judges the correction, and a judgment. Although the contents judging 
section 1 1 of a reply is formed in the ATM side, it forms the contents judging section 1 1 of a reply in a 
host computer side, and you may make it send the contents of the judgment section to the ATM side 
here. 

[0019] All the cards with which the card used in this invention is used for personal authentication, such 
as a magnetic card, an IC card, and an optical card, are applicable. The question selection section 8 takes 
out a question at random so that the questions for every dealings may differ. It does not eliminate that it 
is important for a question to take out at random, and the same question comes out of last time as a 
result. Although a question may take out the contents currently recorded on the personal data base 2 as it 
is, it may add an arrangement. Although the method of presentation of the question by the question 
presentation section 9 is various, being accompanied by the screen display is desirable. It is also 
desirable to use the question by the artificial voice together. As the reply input section 10, use of a touch 
panel or a keyboard, use of a voice input means, etc. are mentioned. The dealings activation section 12 is 
not limited to cash expenditure, but is targeting all dealings that can be performed by ATM, such as 
enquiry of the deposit balance. 

[0020] him [ in / in this invention / dealings ] -- it is the description to use individual humanity news for 
the authentication key for a check in addition to the personal identification number used conventionally. 
Hereafter, it explains that the processing in these dealings flows. Although ATM is mentioned and stated 
to an example here, authentication equipment may be other things, for example, may be equipment 
which verifies the truth of a credit card or a member card. 

[0021] Drawing 3 is a flow chart which shows the flow of the authentication processing in this 
invention, authentication should roughly be divided into a personal identification number check process 
and an individual humanity news check process, and it should pass this authentication — him — dealings 
processing is performed only to that by which the check was made. The flow of dealings is as follows. 
After a card is inserted first, a personal identification number is inputted and the consistency check of 
Card ID and a personal identification number is performed, it shifts to an individual humanity news 
check process. 

[0022] At an individual humanity news check process, a question is first chosen from a personal data 
base 2 at random based on the individual humanity news which individual humanity news was read and 
was read, a personal data base — a question type — since data are not necessarily contained in a form as 
it is, a question sentence will be created based on the ejection of data, simultaneously the taken-out data 
of individual humanity news. It is not necessary to take out the always same question sentence based on 
the, same individual humanity news, and a different question sentence may be created. 
[0023] Subsequently, this created question sentence is expressed as a multi-branch selection reply 
method, and a card user is asked for carrying out the number input of the reply to a question sentence. 
Although the multi-branch selection reply method is adopted for saving the time and effort of a reply 
input here, if the semantics is analyzable even if it is an atypical reply, the method inputted by the text, 
i.e., a free reply method, may be adopted. In this case, using the voice input means equipped with the 
speech recognition function as an input method of a free reply is mentioned. If a reply number is 
inputted by the card user, it is verified whether it has agreed with the individual humanity news into 
which the contents of a reply are registered, when having agreed, dealings processing is performed, and 
when having not agreed, on the other hand, dealings processing will be refused. Although here described 
the case where the question based on individual humanity news was always used together with a 
personal identification number, individual humanity news is used only for high dealings of significance, 
and only a personal identification number may be made to require usually in dealings. High dealings of 
significance point out the case where the rate to the deposit balance of the dealings amount of money of 
the dealings amount of money when a frame is large absolutely is large here, when authentication 
equipment is ATM. When the dealings amount of money does not fulfill 50,000 yen, only the check of a 
personal identification number is made to require, although the question based on individual humanity 
news is used together when it is this example that is shown as drawing 3 and the dealings amount of 
money is 50,000 yen or more here. Moreover, two or more questions based on individual humanity news 
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setting a problem, for example, adjusting the number of questions according to the significance of 
dealings etc. is considered. For example, it is a desirable example to make it the number of questions 
increase etc., so that the rate of the dealings amount of money of occupying to the deposit balance of a 
frame or the dealings amount of money absolutely becomes large. 

[0024] In this invention, individual humanity news has pointed out the thing about a private matter 
without a possibility of only he being unable to know and forgetting. As such a thing, "the identifier of 
the teacher of their junior high school days", "favorite words", etc. are mentioned, for example. Drawin g 
4 shows that it is illustrated as these questions in the format of the reply to it, the reply " Yamada" 
corresponds to the question "the teacher of its junior high school days", and the reply a "personal 
computer" corresponds to the question a "hobby." In case these individual humanity news registers a 
personal identification number at the time of card issue, it is registered into this and coincidence. 
Although individual humanity news is registered into coincidence at the time of personal identification 
number registration, a personal data base and a personal identification number database may constitute 
the database which may be unifying, thought the security side as important and became independent. 
[0025] Drawing 5 illustrates the method of registration of individual humanity news, chooses the 
hiragana currently displayed on the screen and shows signs that are performing a kana-kanji conversion 
and the kanji input is carried out. What is necessary is just to make it choose the reply to a question from 
finite example answers, and to establish a means to replace with a kana-kanji conversion in this case, 
and to choose an applicable number, although the kana-kanji conversion is used here since the reply to a 
question is considered as the free reply. 

[0026] Thus, the registered individual humanity news is used in order to judge whether the reply to the 
question taken out at the time of card use is right, or it has mistaken. The format shown to a card user 
will not be limited especially if the contents of a reply over it can collate with said registered individual 
humanity news. Drawin g 6 shows the simplest example of a question type, as a reply candidate [ as 
opposed to / here, it is displayed on the display with which the question "choose one favorite words from 
the following" was equipped with pressure-sensitive means, such as a touch panel, and / it ] - "- 1. - 
patience 2. efforts 3. sincerity [ ] - 4. love 5 ~ signs that .-nature- -0-. -relevance-less 9. pass" is 
displayed are shown. I can hear that it may also have a flat rejection to a question that "he has no 
relevance" is in a reply candidate here, there can be, the width of face of the reply to a question can be 
expanded now by this, and it can make for others to find out a right reply by chance into difficulty more. 
Moreover, a free reply method is not taken at the time of individual humanity news registration, but 
when the multi-branch selection method which chooses one from two or more candidates prepared 
beforehand is adopted, there is also an advantage that the candidate who should choose into a reply 
candidate can cope with it now as a system as inside. Moreover, although "pass" is prepared in the reply 
candidate, this is for enabling it to cope with it, also when the cardholder should have forgotten his 
individual humanity news. Although "pass" is not necessarily required since the individual humanity 
news used by this system is a private matter without a possibility of forgetting for him, the Shinsei card 
user has abolished a possibility that it may be hit by the unnecessary trouble, by preparing this. 
However, when "pass" is chosen, the question alternative to answering is shown and it is necessary to 
prevent from refusing a reply to this. Moreover, the count of "pass" also needs to limit only at once. 
[0027] Although the question based on the same individual humanity news may always be the same, you 
may make it differ, questions differ — making - as a way - for example - "-- 1. - sincerity - the 2. 
nature 3. patience 4. efforts 5 .-love- -0-. -relevance-less 9. pass" - as - replacing a reply candidate's 
sequence and asking a question in a format which is different even if it is making it reply numbers differ 
each time even if it is the same contents of a question, and the still more nearly same contents of a 
question etc. is mentioned. However, it is desirable to take the same question type as the question type 
used from a viewpoint which avoids mental derangement of the Shinsei cardholder who is a respondent 
at the time of individual humanity news registration. Although it is the case which was shown by 
drawin g 6 where one individual humanity news is contained in one question sentence for example, - "— 
the man of the partner with the first me who dated - the age "15 years old" of the "Tokyo" native - " - 
he was Mr. Hanako Yamada" - " - as - it is also an interesting example to include two or more 
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individual humanity news mutually related in a question sentence, and to express **** which is one 
significant taste. 

[0028] Although it mentioned above that it was more desirable to separate a personal identification 
number database and a personal data base from a viewpoint which thinks security as important, it is this 
example that is shown as drawing 7 . In order to raise security further, while forming independently the 
computer which manages a personal data base, and the computer which manages a personal 
identification number database, the relay computer which is not concerned about the contents of data 
which both [ these ] computers manage is made to intervene among both computers here. Namely, as 
shown in drawin g 7 , while managing a personal data base 2, as for ATM20 and the host computer 21 
which manages the personal identification number database 1, the question computer 22 which takes out 
a question, and junction KOMBYUTA 23 are formed independently. Junction KOMBYUTA 23 
achieves the duty like a filter which separates the information about a personal identification number, 
and the information about individual humanity news here, the information sent from either a host 
computer 21 or the question computer 22 is sent to another side, without being concerned about the 
contents, and the defense measure for preventing the unauthorized entry from the outside is given there. 
Authentication actuation in this example is performed according to numerical order given to the arrow 
head in drawing. The flow of the processing is as follows. 

[1] If card insertion and a personal identification number input are made by ATM20 and the dealings 
amount of money is inputted, enquiry of personal authentication will be started from ATM20 to a host 
computer 21. 

[2] When the dealings amount of money is below the fixed amount of money, authentication is made to 
complete only by collating of a personal identification number, but in exceeding the fixed amount of 
money, it requests for the junction computer 23 that a host computer 21 should take out the question 
based on individual humanity news. In addition, it faces requesting setting [ of a question ] a problem 
from a relay computer 23, and the cardholder code specified with the host computer 21 is sent. 
[3] The relay computer 23 which received the request about setting a question sends this request to the 
question computer 22 as it is. 

[4] The question computer 22 which received the question request selects the individual humanity news 
about a cardholder from the contents of record of the personal data base 2 which oneself manages, and 
sends the question based on this directly to ATM20. 

[5] The question computer 22 sends the correct answer to the question taken out to ATM20 to a relay 
computer 23. 

[6] A relay computer 23 sends the correct answer to the question received from the question computer 
22 to a host computer 21 as it is. 

[7] A host computer 21 sends this received correct answer to ATM20. 

[0029] and as for a set and ATM20, the information which is needed forjudging the correction of the 
authentication key which carried out in this way, and boiled and the card user inputted will verify 
altogether that he is a Shinsei card user cardholder based on these information to ATM20. 
[0030] A personal identification number database and a personal data base are separately constituted 
independently from this example, the independent configuration also of the computer which moreover 
manages these is carried out, and since the configuration which allotted the relay computer 23 made to 
be equipped with the defense means against an unauthorized entry is further adopted among both 
[ these ] computers, that security is very high. 
[0031] 

[Effect of the Invention] The personal authentication approach of this invention was made to carry out 
the selection extract of the question used out of two or more questions based on the individual humanity 
news registered at the time of card use at random each time while registering this beforehand using the 
individual humanity news about a private matter without a possibility of only he being unable to know 
and forgetting as an authentication key. Thus, in this invention, since the contents of a question which a 
question is chosen at every dealings at random, and should respond change, others are unable to predict 
the correct answer to a question in advance, and the unauthorized use of the card by others can be 
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prevented almost certainly. And since a private matter without a possibility of forgetting for him is used 
as an authentication key, even when there are many questions or the contents of a question change, a 
cardholder does not need the efforts for for continuing memorizing an authentication key. 
[0032] Moreover, when [ according to claim 2 ] it is made for the number of questions to increase like 
so that the ratio to the deposit balance of a frame or the dealings amount of money of the dealings 
amount of money becomes large absolutely, the safety to dealings can be managed more finely and the 
safety will also become higher. 

[0033] When the same question as the question according to claim 3 used like at the time of card use is 
used also at the time of the individual humanity news registration performed at the time of card issue, 
since the card user has experienced the same question at the time of card issue, he can respond in 
comfort, without being puzzled to the question at the time of card use. 

[0034] When the reply of as opposed to [ like ] a question according to claim 4 is prepared for the multi- 
branch case index, it is not necessary to adopt the complicated input approach, and a reply can be 
substituted only for number selection like a free reply method. 

[0035] When it is made to also include a flat rejection as a reply of as opposed to [ like ] a question 
according to claim 5, it can make more for the width of face of the reply to a question to find out 
breadth, and for others to find out a right reply by chance into difficulty. 

[0036] being according to claim 6 — like ~ a question — and - or when a response is made with voice, it 
is not necessary to perform alter operation of an authentication key by hand 

[0037] Since the reply to the question and this based on individual humanity news is not needed [ when / 
according to claim 7 / the dealings amount of money is below the fixed amount of money, or ] about low 
dealings of significance like when the dealings amount of money is below a rate of a constant ratio to 
the deposit balance, and only a personal identification number is used, not using individual humanity 
news as an authentication key, it is based on the actual condition and dealings can be simplified. 
[0038] The database which manages the database according to claim 8 which manages a personal 
identification number like and individual humanity news is managed by respectively different 
independent computer. When being defended so that the distribution of information between both 
databases may not receive unlawful access from the outside, Even if one side of a computer which 
manages the computer and individual humanity news which manage a personal identification number 
database receives unlawful access, since while remains and security is maintained, the safety of the 
whole dealings will be guaranteed. 

[0039] the case where **** which is one significant taste by consisting of two or more elements 
according to claim 9 with which one question is related mutually [ individual humanity news ] like, and 
putting these two or more elements together is expressed — the contents of a question — an owner - 
since it will become meaningless, an authentication key will be memorized more vividly. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawin g 11 The block explanatory view of the part about the authentication processing in one example 
of the personal authentication system of this invention 

[Drawing 21 The flow chart which shows the flow of the authentication processing in one example of 
this invention 

[Drawin g 31 The explanatory view showing the flow of the authentication processing which divided the 
case where it did not use together with the case where the question by individual humanity news is used 
together by the dealings amount of money 

[Drawin g 41 The explanatory view showing a question and its example answer 

[Drawin g 51 The explanatory view showing one example of the method of registration of individual 

humanity news 

[Drawin g 61 The explanatory view showing one example of the question displayed on a display at the 
time of card use 

[Drawin g 71 The explanatory view showing one example of the system at the time of also making the 
computer which constitutes separately a personal identification number database and a personal data 
base, and manages these with what became independent, respectively 
[Description of Notations] 

1 Personal Identification Number Database 

2 Personal Data Base 

3 Individual Humanity News Registration Means 

4 Card 

5 Card ID Read Station 

6 Personal Identification Number Input Section 

7 Personal Identification Number Collating Section 

8 Question Selection Section 

9 Question Presentation Section 

10 Reply Input Section 

11 The Contents Judging Section of Reply 

12 Dealings Activation Section 

13 Cash 

20 ATM 

21 Host Computer 

22 Question Computer 

23 Junction KOMBYUTA 
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